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Privacy Policy 
​This policy sets out what data we hold on members of the choir and how it is used and protected.  It has been designed in line with General Data Protection regulations (GDPR). 
In order to operate, Barts Choir needs to gather, store and use certain forms of information about individuals including choir members, trustees of the Choir, voice representatives, contractors, third party suppliers, ticket purchasers and volunteers.
Barts Choir is committed to protecting members’ privacy and ensuring data is handled securely and appropriately. This policy explains how this data will be collected, used, stored and protected in line with the Data Protection Principles below. It applies to all those handling data on behalf of Barts Choir, including:
· Trustees 
· Voice Representatives for each voice part
· Members of Barts Choir
· Volunteers
· Supporters
· Third parties
Everyone who has access to data as part of Barts Choir has a responsibility to ensure that they adhere to this policy.
[bookmark: _Hlk88406256]All enquiries and requests relating to your data held by St Bartholomew’s Hospital Choral Society (referred to in this document as “Barts Choir”) should be directed to the Choir’s Data Controller, the Choir Secretary, at secretary@bartschoir.com.
Data Protection principles:
1. We fairly and lawfully process personal data in a transparent way
2. We only collect and use personal data for specified and lawful purposes.
3. We ensure any data collected is relevant and not excessive
4. We ensure data is accurate and up to date
5. We ensure data is not kept longer than necessary
6. We keep personal data secure
Choir members
What information do we hold?
Barts Choir will only collect data where it is necessary for the legitimate purposes of the choir, for example for communicating about rehearsals and events, subscription payments and other choir activities in support of Barts Charity. 
Such data will generally include contact information for individual members, such as 
· personal names
· email addresses
· postal addresses
· telephone numbers
· subscription payments and bank details
· Gift Aid declarations
Contact information is generally collected when a member first joins the choir and with subscription and other payment details (eg ticket sales, donations and score purchases) being collected each term.
An individual's name and contact details will be collected when they make a booking for an event or in relation to group activities. This will be used to contact them about the individual’s booking and to allow them entry to the event.
Further information, including personal financial information and criminal records information may also occasionally be collected in specific circumstances where lawful and necessary, and with their consent, (in order to process payment to the person or in order to carry out a Disclosure and Barring Service check).
When collecting data, Barts Choir will always explain to the subject why the data is required and what it will be used for. Barts Choir will never use data for any purpose other than that stated or that can be considered reasonably to be related to it.
How do we use the information we hold?
Members’ contact information is used to contact choir members regarding membership, administration and related activities. This may include sending members updates on rehearsal venues and times, notes from previous rehearsals, and information about the Choir’s upcoming activities. From time to time, information sent to choir members may include details of third party events which have come to the attention of a choir member or Barts Choir trustee, where that choir member or trustee believes the event may be of interest to other choir members.
Barts Choir will not collect or store more data than the minimum information required for its intended purpose.
Do we share your data with anyone else?
Barts Choir will not sell or otherwise pass choir members’ contact information, or any details of its membership list, to any third parties whatsoever. 
If another member of the Choir asks for your contact details we will only ever share them if you consent. 
We will sometimes use third party services (eg Mail Chimp) to store or process your data. We will always make sure that they are reputable and secure, and that your data is kept safe. 
Further, Barts Choir will not include advertisements or promotion of third party products or events, save for those mentioned in the preceding paragraph, in its communications to choir members.
How do we keep data secure?
Barts Choir will ensure that the data it holds is kept secure as follows:
· electronically-held data will be held within a password-protected and secure environment
· passwords for electronic data files will be re-set at least each time an individual with data access leaves their role/position
· physically-held data (for example, membership forms or email sign-up sheets) will be stored securely by the Data Controller.
· access to data will only be given to relevant trustees/volunteers/contractors where it is necessary for the running of Barts Choir. The Data Controller will decide in what situations this is applicable and will keep a master list of who has access to data
Barts Choir will not transfer data to countries outside the European Economic Area (EEA), unless the country has adequate protection for the individual (for example. USA).
How do we keep data accurate and up-to-date?
[bookmark: _Hlk88226037]Most choir members have online member accounts and can edit and update contact information themselves directly via the Barts Choir website at www.bartschoir.com. Barts Choir will ask members at regular intervals to check and ensure their data is accurate and up to date. 
Alternatively, requests for changes to be made can be sent to the Choir’s Data Controller.
To ensure data is not kept longer than necessary Barts Choir will aim to delete data on individual members who have not used their account for 2 years. 
Barts Choir acknowledges that data must be processed in accordance with individuals' rights. Accordingly, individual members can make any of the following requests in writing to the Data Controller:
· to see any data stored on about them. Any such request will be actioned within 28 days of the request being made. 

· that any inaccurate data held on them is updated. Any such request will be actioned within 28 days of the request being made.

· to stop receiving any marketing communications. Any such request will be actioned within 28 days of the request being made.

· to object to any storage or use of their data that might cause them substantial distress or damage, or any automated decisions made based on their data. Any such objection will be considered by the trustees, and a decision communicated within 30 days of the request being made.
How is Data used for Marketing and Cookies
Bart’s Choir will regularly collect data from consenting members and supporters for marketing purposes. These purposes include contacting them to promote concerts, updating them about choir opportunities, news, fundraising and other choir activities.
· Whenever data is collected for this purpose, Barts Choir will provide a clear and specific explanation of what the data will be used for.
· Data collected will only be used in the way described and consented to.
· Every marketing communication will contain a method through which a recipient can withdraw their consent (for example. an 'unsubscribe' link in an email). Opt-out requests such as this will be processed within 28 days.
Barts Choir uses cookies on its website www.bartschoir.com in order to monitor and record users’ activity. This allows it to improve users' experience of its website by, for example, allowing for a 'logged in' state, and by giving Barts Choir useful insight into how users as a whole are engaging with the website.
· [bookmark: _Hlk88226713]Barts Choir will implement a pop-up box on www.bartschoir.com that will activate each new time a user visits the website. This will allow the user to click to consent (or not) to continuing with cookies enabled, or to ignore the message and continue browsing (i.e. give their implied consent).
· It will also include a link to Barts Choir Privacy Policy which outlines which specific cookies are used and how cookies can be disabled in the most common browsers.
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